
 

 

 

Extraction Report
Cellebrite UFED Reports

Summary
Connection Type Cable No. 100
Extraction end date/time 2012-11-15T16:44:22
Extraction start date/time 2012-11-15T16:43:32
Report type Phone
Selected Manufacturer BlackBerry GSM
Selected Device Name 9800 Torch/Raptor
Unit Identifier 5550494
Unit Version Software: 1.2.2.3 UFED, Full Image: 1.0.2.9, Tiny Image: 1.0.2.1
UFED Physical Analyzer version 3.5.0.414
Examiner name 9800

Device Information
# Name Value Del?

1 Detected model 9800
2 IMEI 356552049858590
3 Phone revision 6.0.0.600

Plugins
# Name Author Version

1 UFED Logical Report Reader Cellebrite 2.0
2 Physical Analyzer Report Reader Cellebrite 2.0
3 ContactsCrossReference

Cross references the phone numbers in a device's contacts with the numbers in SMS messages and
Calls. Will fill in the Name field of calls and SMS if there's a match.

Cellebrite 2.0

4 DataFilesHandler Cellebrite 2.0
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Contents
Type Included in report Total

Call Log 3 3

Incoming 2 2

Missed 1 1

Contacts 3 3

Phone 3 3

MMS Messages 1 1

Inbox 1 1

SMS Messages 13 13

Inbox 9 9

Phone 9 9

Outbox 4 4

Phone 4 4

Time Line 17 17

Data Files 19 19

Images 19 19

Carved Files 0 0

Infected Files 0 0

Call Log (3)

Incoming (2)

# Countr
y code

Netwo
rk
code

Party Time Duratio
n

Vide
o
call

Source Del?

1 4436946702 Dcci android 10/19/2012 5:17:29
PM(UTC+0)

00:00:18

2 4437140168 Dcci Apple 10/19/2012 5:21:28
PM(UTC+0)

00:02:31

Missed (1)

# Countr
y code

Netwo
rk
code

Party Time Duratio
n

Vide
o
call

Source Del?

1 4436946702 Dcci android 10/22/2012 4:45:22
PM(UTC+0)

-
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Contacts (3)

Phone (3)

# Name Entries Del?

1 android Dcci Entries (1)

Domain Category Value Del?

Work 4436946702

2 Apple Dcci Entries (1)

Domain Category Value Del?

Work 4437140168

3 Nokia Dcci Entries (1)

Domain Category Value Del?

Work 4437140169

MMS Messages (1)

Inbox (1)

#

1 No subject
  Deleted: Intact   Timestamp: 10/22/2012 4:06:24 PM(UTC+0)   Priority: Normal   Status: Unread

  From

  Name

100MEDIA$IMAG0001.jpg

SMS Messages (13)
* These details are cross-referenced from this device's contacts

Inbox (9)
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messages/Inbox/att_mes_1/100MEDIA$IMAG0001.jpg
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Phone (9)

# Party Time SMSC Status Message Del?

1 From: +11113272607 10/17/2012 5:29:36
PM(UTC+0)

Unread AT&T Free Msg: Welcome to GoPhone! To learn
more about GoPhone data & text messaging
features, check your balance & refill your account
go to att.com/mygophone

2 From: 7106 10/19/2012 5:20:25
PM(UTC+0)

Read Winnie, thanks for buying your phone from James
at our AT&T store. We'll text you shortly for some
feedback.  (SURVEY TEXTS FREE)

3 From: 7106 10/19/2012 5:20:27
PM(UTC+0)

Read How satisfied were you with the service provided by
James our retail Rep - on a scale from 10
(completely) to 1 (not at all)?

4 From: +14437140168 Apple
Dcci

10/19/2012 5:20:41
PM(UTC+0)

Read Test

5 From: +14436946702 android
Dcci

10/19/2012 5:33:24
PM(UTC+0)

Read How's things

6 From: +14436946702 android
Dcci

10/19/2012 5:35:22
PM(UTC+0)

Read Where

7 From: +14436946702 android
Dcci

10/19/2012 5:42:59
PM(UTC+0)

Read Sure

8 From: +14436946702 android
Dcci

10/22/2012 4:06:33
PM(UTC+0)

Read Test

9 From: +14436946702 android
Dcci

10/22/2012 8:28:39
PM(UTC+0)

Read Hi

Outbox (4)

Phone (4)

# Party Time SMSC Status Message Del?

1 To: +14437140168 Apple Dcci 10/19/2012 5:25:28
PM(UTC+0)

Sent Test successful

2 To: +14436946702 android
Dcci

10/19/2012 5:34:50
PM(UTC+0)

Sent Not much. Meet

3 To: +14436946702 android
Dcci

10/19/2012 5:42:26
PM(UTC+0)

Sent Columbia?

4 To: +14436946702 android
Dcci

10/22/2012 4:45:22
PM(UTC+0)

Unsent Hi

Time Line (17)
# Type Timestamp Party Description Del?

1 SMS Messages 10/22/2012 4:06:33
PM(UTC+0)

From: +14436946702
android Dcci

Test

2 SMS Messages 10/22/2012 8:28:39
PM(UTC+0)

From: +14436946702
android Dcci

Hi

3 SMS Messages 10/22/2012 4:45:22
PM(UTC+0)

To: +14436946702
android Dcci

Hi

4 MMS Messages 10/22/2012 4:06:24
PM(UTC+0)

5 Call Log 10/22/2012 4:45:22
PM(UTC+0)

4436946702 Dcci
android

6 SMS Messages 10/19/2012 5:42:59
PM(UTC+0)

From: +14436946702
android Dcci

Sure

7 Call Log 10/19/2012 5:21:28
PM(UTC+0)

4437140168 Dcci Apple

8 Call Log 10/19/2012 5:17:29
PM(UTC+0)

4436946702 Dcci
android

9 SMS Messages 10/19/2012 5:42:26
PM(UTC+0)

To: +14436946702
android Dcci

Columbia?

10 SMS Messages 10/19/2012 5:20:41
PM(UTC+0)

From: +14437140168
Apple Dcci

Test

11 SMS Messages 10/19/2012 5:20:27
PM(UTC+0)

From: 7106 How satisfied were you with the service provided by James our retail
Rep - on a scale from 10 (completely) to 1 (not at all)?

12 SMS Messages 10/19/2012 5:20:25
PM(UTC+0)

From: 7106 Winnie, thanks for buying your phone from James at our AT&T store.
We'll text you shortly for some feedback.  (SURVEY TEXTS FREE)

13 SMS Messages 10/19/2012 5:25:28
PM(UTC+0)

To: +14437140168
Apple Dcci

Test successful

14 SMS Messages 10/19/2012 5:35:22
PM(UTC+0)

From: +14436946702
android Dcci

Where

15 SMS Messages 10/19/2012 5:34:50
PM(UTC+0)

To: +14436946702
android Dcci

Not much. Meet

16 SMS Messages 10/19/2012 5:33:24
PM(UTC+0)

From: +14436946702
android Dcci

How's things

17 SMS Messages 10/17/2012 5:29:36
PM(UTC+0)

From: +11113272607 AT&T Free Msg: Welcome to GoPhone! To learn more about GoPhone
data & text messaging features, check your balance & refill your account
go to att.com/mygophone
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Data Files (19)

Images (19)

# File Info Additional file info Thumbnail Del?

1 Name: 100MEDIA$IMAG0001.jpg
Path: /100MEDIA$IMAG0001.jpg
MD5: 8d8f93b73ab548dc54857ddaf93cf023
SHA256: 9bc323ab30c8fc901d2d7964fc056794

24404727007d06f8ba6086a4403bc312

Size (Bytes): 30981

2 Name: bb101.JPG
Path: /SDCard/files/languages/default/images/bb1

01.JPG
MD5: 1ee0a651e7cc7165f3ff8e7b1a9a64fc
SHA256: 3dbb519c9e0ccf52b871dce1547e1dec

a3d28a99fe8620c676dc38326f9d04e7

Size (Bytes): 2546
Created: 8/19/2010 7:27:14 PM(UTC+0)

3 Name: bbLogo.jpg
Path: /SDCard/files/languages/default/images/bbL

ogo.jpg
MD5: f75b438e21cbaab8b87905afddb33ac9
SHA256: 18beb1b195d4d9fff94b40c9db4e8f4b

aaeb291fd2126722ae2e02ce5ab330eb

Size (Bytes): 4211
Created: 8/19/2010 7:27:14 PM(UTC+0)

4 Name: bg1.jpg
Path: /SDCard/files/languages/default/images/bg1.

jpg
MD5: 1024454a3b1b09043e2a8c1801987d1c
SHA256: 803c226acd3e00dd14832580d6f370db

1a63bbacfe56985acbe1a213b4ae4bc8

Size (Bytes): 34442
Created: 8/19/2010 7:27:14 PM(UTC+0)

5 Name: bg2.jpg
Path: /SDCard/files/languages/default/images/bg2.

jpg
MD5: 5c4a413a52742082c12c23f432e08277
SHA256: 08a8de479e4f19fc074f51f75979607d

49210d3cb11598d67fac093e3941e9b1

Size (Bytes): 10345
Created: 8/19/2010 7:27:14 PM(UTC+0)

6 Name: bg3.jpg
Path: /SDCard/files/languages/default/images/bg3.

jpg
MD5: 5c4a413a52742082c12c23f432e08277
SHA256: 08a8de479e4f19fc074f51f75979607d

49210d3cb11598d67fac093e3941e9b1

Size (Bytes): 10345
Created: 8/19/2010 7:27:14 PM(UTC+0)

7 Name: bg4.jpg
Path: /SDCard/files/languages/default/images/bg4.

jpg
MD5: 190cc0954f3a903512dbc5dba08aff95
SHA256: cf284c5ff5ce54715274312d0e601d44

63b28301ff161e97771f0ea336c62714

Size (Bytes): 18958
Created: 8/19/2010 7:27:14 PM(UTC+0)

8 Name: couch.png
Path: /SDCard/files/languages/default/images/cou

ch.png
MD5: c8b7184cdd82791669ba2568599556ca
SHA256: 3028e3782b74ee3420b940cc479e1d10

84c1f66f5e7dc2681893ee757308dc31

Size (Bytes): 8127
Created: 8/19/2010 7:27:14 PM(UTC+0)

9 Name: html_icon.png
Path: /SDCard/files/languages/default/images/html

_icon.png
MD5: 0e650bedbb0545a30a2a96f3654ea913
SHA256: ee080ebc070fc5da5b0b1d1de54d8132

6be3dc548d345d8fd902c44bca973711

Size (Bytes): 2016
Created: 8/19/2010 7:27:14 PM(UTC+0)

10 Name: laptop.png
Path: /SDCard/files/languages/default/images/lapt

op.png
MD5: 96151f7a857a64e4d49a66c0d1745ebb
SHA256: 3b464a31c6a2904951d961ca80c7636d

f6c1e5f5d490d7a2e0fe00cfef41e94c

Size (Bytes): 9901
Created: 8/19/2010 7:27:14 PM(UTC+0)
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11 Name: mac_desktop.JPG
Path: /SDCard/files/languages/default/images/mac

_desktop.JPG
MD5: 4a4c5b52aaaeb92b21693a9009c41347
SHA256: a8dd51af98b38e661e99eb8d8ba320bc

e49f1ca527b7c877c39028b9476939dc

Size (Bytes): 4263
Created: 8/19/2010 7:27:14 PM(UTC+0)

12 Name: mainImage2.jpg
Path: /SDCard/files/languages/default/images/mai

nImage2.jpg
MD5: 19ee4a4d416a34e5db37c0ead8e9a6ad
SHA256: 91c2fd2e19a0262df15bc274fa424a35

49aea62f54857ae863f32dfca3b9abdb

Size (Bytes): 51748
Created: 8/19/2010 7:27:14 PM(UTC+0)

13 Name: media.jpg
Path: /SDCard/files/languages/default/images/med

ia.jpg
MD5: 0c85f3e01fa0570ad189b226b6a764e7
SHA256: 7ae4760d09fc6429896f1d505c88b344

db91f0dcf13ed189f7d915e32c9dc1e0

Size (Bytes): 6238
Created: 8/19/2010 7:27:14 PM(UTC+0)

14 Name: pdf_icon.jpg
Path: /SDCard/files/languages/default/images/pdf_

icon.jpg
MD5: b77d901cfaf593f6b2137c50c51dd68c
SHA256: 973b2c87ac86d44397ca84d5511be5f0

2fbb65e144015b94de292650c72e7c35

Size (Bytes): 1396
Created: 8/19/2010 7:27:14 PM(UTC+0)

15 Name: pdf_icon.png
Path: /SDCard/files/languages/default/images/pdf_

icon.png
MD5: 9f194754efa8296560ca1cd3c69d6e27
SHA256: 5ad976e2c8b6b6ede5d317846fe082c2

9190ad6d3c91258411d1f8640fb381ae

Size (Bytes): 1867
Created: 8/19/2010 7:27:14 PM(UTC+0)

16 Name: PocketMac.JPG
Path: /SDCard/files/languages/default/images/Poc

ketMac.JPG
MD5: 5e576396b87b2dc37aee8cb7140b496d
SHA256: e44bc9cb5b4b450dc735f6f09b54c73a

6262cd801c75e8ac66e2246a9736c1d2

Size (Bytes): 4932
Created: 8/19/2010 7:27:14 PM(UTC+0)

17 Name: screen.jpg
Path: /SDCard/files/languages/default/images/scre

en.jpg
MD5: 51891783ca463a3e18ed485131b17702
SHA256: d4be2ef17309f944c4d4602f6d2d2529

af5424265227f6020321297107134d66

Size (Bytes): 9141
Created: 8/19/2010 7:27:16 PM(UTC+0)

18 Name: temp.png
Path: /SDCard/files/languages/default/images/tem

p.png
MD5: 0f8a70c43f429fefccda820c14db46d9
SHA256: 305c8dffc80fea14c71da10c769f12c5

a794bf97690d01a3feb6a1616b1e94b9

Size (Bytes): 322
Created: 8/19/2010 7:27:16 PM(UTC+0)

19 Name: intro.png
Path: /SDCard/intro.png
MD5: 209ac809e087e48089c10807ea4ddd65
SHA256: 560c7b092adda13853279c416b83a0d6

0b18cf7717cc1b30bdc72b420ddea8e4

Size (Bytes): 50480
Created: 8/19/2010 7:27:20 PM(UTC+0)
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